HacTtpounka Comodo Firewall Pro 3 ana nogaepxku FTP-cepBepoB
B AOBEPEHHOM CeTHn

Anopeti Muxumenxo

2007.11.25

B HoBou Bepcum 3.0' B OTAMYME OT CTAPOU BEPCUM 2.4, AOCTYMHbIE B AOKAAbHOM ceTn FTP cepepbl AOAX-
Hbl GbITb «PACLLIAPEHDBN HO MALLUMHAX, KOTOPbIE XXEAQIOT MPEAOCTABAATE AOCTYN K CBOMM PECYPCOM. EcC-
AV PAHEE 3TOT AOCTYM MOXHO ObIAO AQTb AMLLIbL KAOBEPEHHBIMY, COOBLLLAS HYXXHbIE IP AMLLBb TOMY, KTO
BKAIOYEH AAMUHUCTPATOPOM B CMMCOK KOMOHABI, TO TENepb? NPU OTKPbLITUKM AOCTYNA 3TOT KOMMbIOTED
CTAOHOBUTCH AOCTYMHBIM AAS MUHTOBAHMA 1 FTP-CepBep CTAHOBUTCH (BUAMMDBIM) B CETKE...

HacTpomka M3MEHMAACH MO CPABHEHUIO C MPEXHEN BEPCUEN. BOT KAK BbIFATAEAQ CTPAHMYKA «KOMOAON
2.4, OTBE4AIOLLLAR 30 HOCTPOMKY (MPO3PAYHOCTMN AAS CyBceTn 191.168.1.1 .. 192.168.1.16:
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FA€ HOMM ObIAC BbICTABAEHA paHee B «CeTeBOM MOHUTOPEN 3TA Xe cybceTb. Ho Tenepb 0AHOrO MpPaBU-
AQ, YBbl, HEAOCTATOYHO, U HYXKHO BbICTABASATb MOCAEAOBATEABHO CIXK TPM MPABUAQ (HACTPOMKM).
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? Cunrao, 4TO 5TO OBCTOATETHCTBO €CTh OCHA0ICHHE GE30MaCHOCTH, K TOMY e Heymo6Ho Anmuny i FO3epam, m JOIDKHO
OBITH CKOPPEKTHPOBaHO B crexyromniell Bepcun Komono! HyxHo caenats Tak, 4To0BI ObUIA TIpeiocTaBieHa BO3MOKHOCTh OT-
JEJIBHO pa3pemmts «Ipo3payHblii» JOCTYINl KaKUM-TO cepBHcaM, Harmogobue FTP, TeM caMbIM - MX JOCTYMHOCTb B CETH, H
OTJEJIBHO paspemaTs win 3anpemarhb «CTeIIC-MOay» Beero daiiepal..



HaumHaem 31 Tpm wara HACTPOMKM B MAHEAM «KOMOAON:

& COMODO Firewall Pro
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Firewall Professional

SUMMARY
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FIREWALL MISCELLAMEDUS

¥iew Firewall Events

|
@

Common Tasks

This section allows wou bo view a record of the
events and alerts triggered by possible attacks on
your compuker,

@ Define a Mew Trusted Application

&

Advanced

This shortcut represents a convenient way to
create an automatic *allow’ rule For applications
that wou krust,

Define a Mew Blocked Application

This sharkcut represents a convenient way to
create an automatic ‘Deny’ rule For applications
that wou da nat trust,

Stealth Ports Wizard War 3

2

This wizard allows wou ko create a set of global
firewall rules, which will affect vour computer’s
wisibility From other computers.,

Yiew Active Connections

‘Wieww which applications are currently connecting
to the Inkernet along with the IP, Port, Protocol
and Traffic level of the connection.

My Port Sets War 2

Allows ywou to group individual ports into named
‘sets’ which can be used when managing Metwork
Security Policy.,

My Metwork Zones War 1

A nebwark can be represented as a zone to which
an access can be granted or denied by specifying
it in Filtering rules.

My Blocked Network Zones

Allows ywou to define which addresses ar network
zones your computer should not communicate
with, For example, spyware sites,

& |All systems are ackive and running.

War 1. <My New Zones»

% My Network Zones

Mebwork Zone

|| &7 Add a Mow Address

[ Exclude §i.e. NOT the selection below)

D) any

() & single IP address |

(@) & range of IP addresses [| 192 ., 168 . 1 . 1 S EC-EET I 14| ]
() An 1P address mask | i
() & host name |
() A MAC address |
M__@What do these settings do? 1 | Apply ]:[ Cancel ||
’ ' el

7

=

ajej

JL 5

3

Haxkmmaem Ha KHoMKy «Addy (CnpaBa BBEPXY MAHEAM) M B HEM CTPOKY: «A new address...», 4TOObI BbI3BATb
naHeab «Add New Addressy. (3AeCb AAT YAODCTBA MOKA3AHbI KAK Obl HOAOXEHHbBIMM APYT HO APYTQ, - KOK
NepBAs MAHEAb, TAK M BbI3bIBAEMAS 3ATEM MO STOM KHOMKE NMAHEAbKA.) Ha HeM BbIDMpPaem NepeKAIOYATEAb

«A range of IP addresses» 1 BBOAMM AMAMNA3OH QAPECOB CyBCeTH,

B KOTOPOM AOAXHbI OblTb AOCTYMHbI HO-



wm FTP-cepBepbl. Hoxkumaem HA HeM KHOMKY «Apply»d nepsbirt pa3. Bo3BpaLLLaemcs HO «BOAbLLEHbBKYION

naHeab «My New Zonesy 1M TOM TAKXKE HOXKMMAEM KHOMKY «Applynt, 4ToBbl 3adPMKCUPOBATL BCE CAEAQH-
Hoe.

Lar 2. «My Port Sets»

3AECb HAC XAYT TPM (BHYTPEHHMX LLIAra.

E My Port Sets

Port Set

=] HTTP Parts

— &0

L— 443

(=] POP3{SMTP Parts

— 110

| 25

| 143 ‘ |FTP| ‘

— 993

— 465

|=] Privileged Parts
L n[o- 1024]

7] Type name of Port Set

@Whatdnthesesettinqsdo? [ Apply ][ Cancel ]

@ What do these settings do? [ Apply ] [ Cancel ]
A

2.1. Hoxxumaem kHomKy «Addyn 1 B HEM CTPOKY: «A New port set...» 1 okaseiBaemcs B mnaHeabke «Add New
Port Sety. BBOAMM B OKHO CTPOYKY FTP, HOXKMMAOEM NEPBYIO KHOMKY «APPly», BO3BPALLAEMCH B MAHEAL (MY
Port Setsn. Tam HE Haxkumaem KHoMKy «Applyy, O MPOCTO MEPEXOAMM K CAEAYIOLLLEMY MYHKTY.

ﬂ My Port Sets

Pork Set

=] HTTP Paorts
— &0

ﬁ Add a New Port

L 443 [ Exclude {j.e, MOT the selection below) /
(=] POP3ISMTP Ports

- 110 O any

— 25 —

T (A single port li

| o993 (@) & port range ( 20 ! J =

L— 465
|=] Privileged Ports
L 1n[o- 1024]

@ What do these settings do? | [ Apply ] [ Cancel ]

what do these settings dof Apply Zancel
2
_ A

2.2. Onatb HOXXMMAEM «AJd» 1 B HEM CTPOKY: «A New port...», 4yToBbl NOSBMAACHE NAHeAb «Add New Porh.
Boibupaem nepekaodateab «A port rangen 1 BBOAMM AMAMA30H nopTos 20 .. 21. HaXXMmaem nepsyto
KHOMKY «APPly», BO3BPALLAEMCH B MAHEAb «My Port Setsy.

3 311ech Goltee yMecTHa GbLa 6bI TpaguIMOHHas KHOMKa «OK». ..

* Mexy mpoumM, CO3JaTeNH MaKeTa SBHO He B gy C MPOIPAMMHCTCKMME CTaHaptamu ae-(akto! 60 KHONKaMH THIIA
«IIpumMeHnTE»/ «Apply» HCIIOKOH BEKOB 0003HAYAIOCH NSHCTBHUE, IT0 CYTH — GUKCHUPOBAHUS POMEKYTOUYHBIX PE3yJIbTATOB He3
6b1x00a 13 MonanbHON maHenu! A BoT kHONKOH «I'0ToBO»/ «OK» 0003Hadascs Kak pa3 BBIXOJ U3 MTAHEIN HACTPOUKH ¢ (PUKCH-
poBanueM pe3yibTata. Ha momoOHol maHenyn HampammBaeTces: pa3Menienue Tpéx KHonok: «Apply», «OK» u «Cancel».
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BOT 4TO Mbl YBUAMM B PE3IYALTATE:

& My Port Sets

Part Set Add T
=l HTTF Parts ;
': &0
443
=] POP3/SMTP Parts
110
25
143
993
465
(=] Privileged Ports
L tn[o- 1024]

SFTE
L inpzo-213

@ wehat do these settings do? [ Apply ] [ Cancel ]
A

2.3. Tenepb yxe HoxXmmaem «Apply», 4ToBbl 30OUKCUMPOBATL CAEAAHHOE. PAKTUHECKM, CO3ACHA 30HA
BUAMMOCTM BHYTPU CETKM, HO MO KAKOM-TO MPUYMHE OHA OKA3bIBAETCS HEAOCTYMHOM B CETU, MOKA HE DyAeT
BBIMOAHEH TPETMM LLIATS. ..

BbI3bIBOET HEKOTOPOE YAMBAEHME HE MPEAYCMOTPEHHbBIE ABTOPAMM BMOAHE 3amedaTeAbHoro naketa «Komoaon 3.0
OOBbI4HbIE B TAKMX CAYHASX CTAHAQPTHbIE «rpeceTbn 1 AAd FTP-cepBepa (aAd FTP-KAMEHTA OHU eCTb). A eLlLé BbIAO Obl
>KEAQTEABHO MPOCTbIMU CPEACTBAMM (C MOMOLLLBIO MPEAYCTAOHOBAEHHbIX MPECETOB) MO3BOAATL KO3epam HACTPAMBATHL
cBou FTP-cepsepbl B ceTax 3a dpoampBorom «Komoaon 3.0 AAS MOAHOWM BO3MOXHOCTM PACKPLITUA 30AOXKEHHbIX
CBOMCTB, CKODKEM, B TAKOM MOMYASPHbIM MPOrPAMMBI, OTAMYHBIM aAd Windows kak FTP-cepBep, KOKOBbIM ABAIETCH
«Serv-Uy. MMMelo B BUAY XKEAQTEABHOCTb YK€ MPEAHACTPOEHHOM MOAAEPXKKM - HE TOABKO KMACCUBHOTO PEXMMAY, HO U
OBbIYHOTO...

&' Active Connections

Protocol Source Destination Bytes In Bytes Out
=l ashMaiSy.exe
TCP Listening:12119 OB 0B
TCP Listening: 12143 OB 0B
TCP Listening: 12025 OB 0B
TCP Listening: 12110 0B 06
= g ashiwebSyv.exe
TCP Listening: 12080 OB 0B
=@ ServlDaemon.exe
': TCP Listening: 21 OB 0B
TCP Listening: 35310 OB 0B
= F Syskem
TCP Listening: 139 0B 0B

HakoHel, camoe rAaBHOe 3amMevdaHue’ no TeKYI.I.I.eﬁ BepCcum:

OBPA30BABLLIAACH (CBAKAN MEXKAY OMUMEN CHITUS KCTEAAC) PEXMMA AAS AOBEPEHHOM rPYMMbl GAPECOB CETU U BO3-
MOXHOCTBIO (BUAETH) B DTOM rpynne OApPeCcoB HALM FTP-cepBepbl — 3TO He TOT MyTb, MO KOTOPOMY AEXMT MATUCT-
PAAbHbIM TPAKT PA3BUTUS KOMMBIOTEPHbIX TEXHOAOTUIA!L..

Moatomy HYXXKHO aAaTth AlOBOMY 03€PY BO3ZMOXHOCTb OTAEABHO M3BMPATH OMLLMIO CHATUS KCTEAAC-MOABI AAS M3BPAH-
HOM cyBceT1, M BO3MOXHOCTb 6€3 3TOro HA3HAYATb (MPO3PAYHOCTL) NEPEAQUYM AAT MIBPAHHOM FPYMMNbl AAPECOB, HO-
noAoBume Toro, Kak paboTaa PUAbLTP «CeTeBort MOHUTOPN B («(KOMOAON » BEPCUM 2.4 - C €70 TMOKMMM MPABUACMM.

NTaK, MOCAE HEBOABLLIOTO OTCTYMAEHMS, BbI3BBAHHOIO HEAOYMEHMUSAM MO MYTH BLICTABAEHMS HEOBXOAMAbIX
HOCTPOEK, BO3BPALLAIOCH K HALLMM... BAPAHAA.

> D10 mIar, MEXIy POUYNM, HE BIOTHE-TAKH «IIPO3PAUHBI» [T TTOHHMAHHS HEOOXOIMMOCTH €ro BBIIOTHEHHS. ..

M3-3a 3TOTO S pemu HamucaTh 3Ty MHCTPYKIUIO, IPeX/Ie BCEro, Ul cBoux Koiuter. M0o u cam s, HeCMOTps Ha CBOH IOYTH
20-71eTHUH ONBIT «I03aHBS, TM, BCETO LU(PPOBOTOY», AAJEKO HE cpa3sy CooOpa3miI HEOOXOIMMOCTh HACTPOUTH TPETHH Mapa-
METp, MHOTOKpPaTHO MpoOysl — 4ero ke He XxBaTaeT (aiiepy, uToObl mpomyctuts FTP-nakeTs! BOBHE cepBepa B TOBEPEHHYIO
CETKY...

5 M mycTh KTO-TO CKAXeT: IeCKaTh, 3TO 4ACTHOE MHCHHE» BIIAJeNblia WM aAMHUHA JacTHoi ceTku!.. ©



LWWar 3. «Stealth Ports Wizard»

"-Stealth Ports Wizard

l?é YWelcome to the Stealth Ports Wizard

':§:l Define a new trusted network — stealth my ports to EVERYOHNE else

This option means your corputer will be invisible to everyone EXCEPT those
networks vou specify as trusted (click Text’),

I:::IAIert me to incoming connections — stealth my ports on a per-case basis

This wizard allows experienced users to create a set of global rules that mean vour
permission will be asked every time there is an incoming connection request, This
can be useful For such as Peer to Peer networking and remote deskbop applications
that require pott visibility in order to conneck ta your machine,

() Block all incoming connections — stealth my ports to everyone

Selecting this option means your computer's parts are invisible ko all netwarks and
the Firewall will black all incoming connections. The average user will find this option
the most convenient and secure,

@ What do these settings do? < Back Finish

370 NAOHEAb MMeEET 3 BAPUMAHTA HACTPOEK, HaOM HyxxXeH nepsbin: «Define a new frusted network — stealth
my ports to EVERYONE elsen. BbiGnpaem 3TOT MepekAodaTEAb M HODKMMAEM KHOTMKY «Next >». [ossaseTcs
NAHEAb:

"-Stealth Ports Wizard

’?A_a YWelcome to the Stealth Ports Wizard

()1 would like to trust an existing My Metwork Zone’

(@)1 would like to define and trust a new netwark zone

Skarting I 19z 168 . 1 . 1

Ending IP 192 168 . 1 . 16 Or  Subnet Mask : g :

@ What do these settings do? Mek =

FA€ HOM HY>XHO BbIOpPaTh NepekAtodaTeab «l would like to define and trust a new network zonen 1 BBectn B
NoAs AManasoH aapecos (Starting IP — Ending IP) Hawen cybcetn. 3atem HaXmmaem KHomky «Finishyn m
BO3BPALLLOEMCS B MPeAblAYLLYIO NaHeAb «Stealth Ports Wizard)y’, rae HOM Hy>XHO HQXXOTb KHOMKY «Apply»,
4TOObI 3AAOUKCUPOBATL PE3YABTAT HOCTPOMKM.

* %k k

B pe3yAbTaTE 3TUX TPEX LLIArOB PANMPBOA OKOXKETCH HACTPOEHHbBIM AAS KMPO3PAYHOTON MEPEHANPABAEHMS
FTP-NaKeToB BHYTPW HALLEN AOBEPEHHOW CETKM C AMAMA30HOM BBEAEHHBIX aApecoB. OCTAETCH AMLLb
PA3PELLMTL AOCTYM K CETU (CTAHAQPTHOM MAHEAbIO «(KOMOAO» MPU NEPBOM BbI3OBE) BCEM CEPBMCAM U
CAYKOOM, BKAKOHAS «aAMMHUCTPATOPOY FTP-cepBepdq, y HAC — 3TO MPUAOXKEHME (CM. dPAbIK) «Serv-Uy,
4TOObl OHM OMO3HABAAMCH DAMPBOAOM. DTO BCE! Ycnexos!

7 BEI3BIBAET yIMBIICHHE HEBO3MOXKHOCTD YBUIETh B TOH MaHENH yiKe OJTHAKIB HACTPOSHHbIE peanouTenus! Takoe ommyme-
HHE, YTO MPOrPAMMHUCTHI OJICHIINCE AaTh B IAHEIH, BRI3BIBAEMOIl 10 KHOIKe «Next», 0ToOpaXkeHHe paHee CACIAHHBIX yCTa-
HOBOK, II0IO0HO TOMY, KaK B (hopMax, CKakeM Ha (popyMax, OTOOpa)KeHHI yKe paHee cIeTaHHbIe HACTPOUKH MOJIh30BATEIIA. . .
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